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01 - Mission Area Support $24,253 $25,280 $26,801 $8,443 $9,169 $9,409 $15,810 $16,111 $17,393
02 - Infrastructure, Office Automation, Telecommunications $19,591 $20,016 $20,664 $2,773 $2,814 $2,716| $16,818  $17,202  $17,951
03 - Enterprise Architecture and Planning $1,512 $1,768 $1,754 $309 $441 $472 $1,202 $1,328 $1,283
04 - Grants Management Systems $147 $149 $159 $62 $57 $59 $85 $92 $99
05 - Grants to State and Local IT investments $3,669 $3,642 $3,647 $628 $724 $704] $3,041 $2,918 $2,943
06 - National Security Systems $18,988 $17,266 $17,684  $10,548 $8,409 $8,298 $8,440 $8,857 $9,391]
and fota $68,160 $68,121  $70,714 $22,764 $21,614 $21,657| $45,396 $46,508 $49,060

DME - D WModerr SS - Steady State

Federal IT Spending Portfolio for FY2008 Federal IT Spending Portfolio for FY2009

5 - Grants to
s s o S
Sta'tte and Local 6 - National - Security
IT investments Security Systems
5% Systems 25%
25%
4- Grants .
1- Mission Area Management 1- Mission Area
4- Grants Support Systems <1% Support
Management 37% 38%

Systems <1%

2- Infrastructure,

Office Auto mation

3- Enterprise

Architecture

and Planning
3%

Telecommunications
29%

2- Infrastructure,
Office Automation,
Telecommunications

3- Enterprise

Architecture

and Planning
2%

29%

ITPROWE

Information Technology (IT) Spending for the Federal Government -
ForFiscal Years 2007, 2008, and 2009

{dollars shown in millions) April 2008

FY2007 F¥2008  FY2009 e
Agercy Actudals FErnacted Regquest ) P

Deparimert af Defense
Department of the Mawy §7,768 §7,080 §7,028 (852) 0T%
Department of the Army $9,468 777 §7.744 28] 04T
Department of the 2r Force 6,522 5,563 F7,004 F141 2%
Department of Defenss Agendes F10,326 §10,368 F11,256 88 B5%
Deparimentof Defense Totals £34,384 $3z082 $33,052 £850 0%

i fiamr Agencies

Department of Agtcutture §2,227 $2,395 2,429 a4 14%
Department of Commerce $1,704 #1816 $2,295 ki) 2B4%
Department of Education F3235 foaT $5293 k2 10%
Department of Enery 1,995 52,023 2,038 $15 07
Department of Health and Hum an Servces $5,526 5,514 5,681 FI67 0%
Department of Homeland Security Fd 455 2 2,317 k2 0%
Cepartment of Housing snd Urban Development §299 5275 F313 38 1389%
Department of the Interior 9354 |1s 965 AT 51%
Department of Justice §2,405 §2,601 2,750 Fa9 579
Department of Labor F495 514 F542 7 539
Department of State F813 359 1,045 36 a0
LS. Agency for International DevelopmentU 52 0) 08 $93 103 10 108%
Department of Transportation $2,768 2,765 2,981 216 FER
Department of the Treasury F2 673 §2,933 F3,061 F128 447
Departinent of Veterans Affairs 1,735 2,151 2554 e 7es
Corps of Engineers F435 13 392 Iy -360%
Ervironmental Protection Agency 475 438 F435 17 0%
General Serdces Administration F454 Fo30 Fa238 528 53%
Mationd Aeronautics and Space Administration $2,045 1,969 1,574 22 -4
Mationd Archives and Records Administration F114 29 $136 ki EERS
Mationd Sdence Foundation $53 62 $83 =21 ek
Muclear Regulatory Comimission F123 125 F155 29 234
Office of Management and Budget $5 FE6 $5 [£:20] -183%
Office of Personnel Management 88 F04 89 15 -147%
Small Business Administration 65 $83 83 0 0%
Smithsonian Insti ution FE1 62 JEE ko 3%
Sodal Security Administration 1,056 §1,080 $1.138 79 FER
Civilian Agencies Totals $33,776 $36,039 £37,654 $1,645 r
Total IT Investnenis for the Fedand Goverriment 868,166 363,121 878716 J2,595  34%




2016 EEAMAMITRHE .

Agency 2014 (PY) 2015 (CY) 2016 (BY) $ Millions % Change
U.S. Army Corps of Engineers $433 $444 $429 ($15) -3.3%
Department of Commerce $1,877 $2,163 $2,333 $170 7.9%
Department of Education $630 $683 $683 (S) 0.0%
Department of Veterans Affairs $3,601 $4,200 $4,403 $204 4.9%
Department of the Treasury $3,530 $3,776 $4,503 $727 19.3%
Environmental Protection Agency $426 $394 $439 $45 11.5%
Office of Personnel Management $84 $86 $127 $41 47.8%
Department of Labor $621 $669 $821 $152 22.7%
Department of Homeland Security $6,020 $5,955 $6,201 $246 4.1%
Small Business Administration $101 $101 $102 S1 1.5%
Department of State $1,408 $1,414 $1,632 $218 15.4%
Department of Transportation $3,175 $3,140 $3,326 $186 5.9%
National Science Foundation $101 $103 $102 (1) -0.6%
Social Security Administration $1,859 $1,588 $1,694 $106 6.7%
Department of Agriculture $2,685 $2,702 $2,789 $87 3.2%
National Aeronautics and Space Administration $1,477 $1,413 $1,390 ($22) -1.6%
U.S. Agency for International Development $149 $144 $165 $22 15.1%
Department of Health and Human Services $9,820 $12,584 $11,351 ($1,233) -9.8%
Department of Justice $2,691 $2,637 $2,732 $96 3.6%
Department of the Interior $1,050 $1,102 $1,099 ($3) -0.3%
Department of Energy $1,505 $1,511 $1,496 ($15) -1.0%
Nuclear Regulatory Commission $170 $153 $157 $4 2.7%
General Services Administration $655 $631 $602 ($29) -4.6%
National Archives and Records Administration $109 $102 $105 S3 3.4%
Departmeat.of Hogsing,apddleban Raxelagment $265 $401 $335 ($65) -16.3%
Subtotal forl _d'o pMiar§Agencie $44,445 $48,094 $49,019 $925 1.9%
Departmeﬁf:) e e $37,415 $36,267 $37,314 $1,047 2.9%
Total IT Investments fo*Peeerul Goverhment $81,860 $84,361 $86,333 $1,972 2.3%

PARTNERS

Data source: FY 2016 IT Dashboard - Agency Budget Submissions
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Agency IT Spending for FY2008 and FY2009 with Planned IT Security Spending for FY2008 and FY2009
(dollars shown in millions)

FF2668 FF22 % IT

IT Security Spending

Agency Enacted Reguest  Security FYan0g* Wgo@(gjmngeﬁo‘%n Fraoos f%FYZOOQ
Departm ent of Agriculiure 2,395 2429 £ 7% F10 F113 F4.99 +.6%
Departm ent of Commerce 1,816 2,295 7E% 133 7S 4 99 31.6%
Departm ent of Defense $32,082 33,032 12.8% $3,722 4,232 F510.02 15.7%
Drepartm ent of E ducation $557 3555 7.0% $40 FH $1.75 £.4%
Departm ent of E rergy §2,023 §2,068 12.1% F241 §247 §5.55 2.5%
Departm ent of Health and Human Serdces 5,514 55,651 41% F225 $233 1042 4.7%
Departm ent of Homeland Security F5,312 5,317 7.5% piezs =] F401 1210 31%
Departm ent of Housing and Ukan Development $273 $313 6.3% 15 $z0 $1.96 1.0%
Departm ent of the Interior 3916 FaEs 16.9% F17a Flaz F4.01 2.2%
Departm ent of Justice F2EM 2,750 8.3% F23 F230 039 2.2%
Departm ent of Labor 514 Foaz 4% F3 $40 F2.84 7.6%
Departm ent of State %958 1,045 15.2% 1z 138 F1617 13.2%
LS. Agency for International Developmentd) SAD) $93 afuch 2% 7 6 $0.23) -5.5%
Departm ent of Transportation §2,765 2.8 4.2% F10 F126 532 £ 4%
Departm ent ofthe Treasury §2,933 3,061 76% F274 §232 ($2.04) _0.9%
Departm ent of Weterans Affairs F2,191 2,534 4£.7% a7 F119 F21.84 22.5%
Corps of Engineers $613 F392 59% 55 §35 ($23.08) -39.9%
Emdronmertal Protection Agency $438 F455 4.5% $20 $20 F069 359
General Servoes Administration $530 553 9% F42 F44 $163 3.8%
Mational Aeronautics and Space Administration 1,969 1,874 59% F115 111 $4.33) -3.8%
Maticnal Archives and Records Administration $120 Bk} £0% ki) §6 032 B.2%
Maticnal Science Foundation FE2 $33 57% i §5 $0.91 236%
Muclear Regulatory Commission $125 $158 14.4% 7 §22 $4.83 27.6%
Office of Management and Budget 36 35 £9% 0 30 ($0.05) -16.1%
Office of Personnel Management $104 pite:2] 5.3% i) fiza) 0310 -6.2%
Small Business Admiri stration e} iz} 24% kil j2 F0.70 535%
Smithaorian Institution 62 =g} +3% ) ix} FOAT 5.9%
Sodal Security Administration §1,060 1,138 £ 1% F7a 47 (F26.53) -37.9%

Totals 68,121 370,718 a7% $6,247 8,837 $500.0 9.4%
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Prevent Detect, Analyze, Shaping the
Malicious Cyber and Mitigate Cybersecurity
Activity Intrusions Environment
Department of Agriculture $40 $46 $2 $88
Department of Commerce $56 $83 $74 $213
Department of Educaton $11 $20 $1 $32
Department of Energy $108 $78 $71 $257
Department of Justice $102 $433 $44 $579
Department of Labor $13 $3 $1 $17
Department of State $55 $54 $5 $114
Department of Transportation $42 44 $5 $91
Department of Veterans Affaurs $13 $131 $9 $153
Department of the Intenor $17 $30 $1 $48
Department of the Treasury $122 $68 $10 $200
Department of Defense $2,552 $1,225 $5,178 $8.955
artment of Health & Human "
s 4 ™ $25|  $170
artment of Homeland a
ipmr_v W3 e $148 | $1.343
Department of Housing & Urban 6 $8
Develog $0 $14
Environmental Protection 51 56
| Agency $0 $7
General Services Ad ation $27 $16 $10 $53
International Assistance
D $ 4 53 s16
N; 1 Science Found: $3 $6 $154 $163
National Aeronautics & Space .
[T Administration = 2 i $19]  $102
Nuclear Regulatory Comnussion $4 $12 $3 $19
/ \ Office of Personnel Management $2 $5 $0 $7
Small Business Ad $1 34 $0 $5
P A R T Social Secunty Administration $46 $11 $2 $59
Total Cybersecurity Spending $3,792 $3.148 §5,765 | $12,705

NOTE: Dus to rounding, categone: may not sum to the total

FEAOTF* A - EVRAS—=ADAAT7 {1+

Exhibit 300 Evaluations Profile - Government-wide Average

Evaluation Sections
PMA PM AS Pl SE PR EA AA* RM PB Total

Government-wide Average 34 37 30 36 37 32 39 35 35 31 35

Perfect Evaluation 5 5 5 5 5 5 5 5 5 5 50

: ™ . PMA
Sections of the Exhibit 300:| | gxnipit 300 Evaluations Profile -

1. Alignment with the President’s
Management Agenda (PMA)
Project Management (PM)
Acquisition Strategy (AS)
Performance Information (PI)
Security (SE) RM
Privacy (PR) —=— Government-w ide Average
Enterprise Architecture (EA)
Alternative Analysis (AA) —4— Perfect Evaluation
. Risk Management (RM)
10. Cost Schedule and Performance (PB) —a

Agency X

B

CWNO O AWM

Citizen-Centered, Results Driven Government

Ej _I_ * - As AA Section is not completed/submitted for
/ \ Steady State Investments, PM Evals were used. P

PARTNERS




Core Mission

Business Services

FEADOFHDER{L - BRM& SRMOE 21—

Services to Citizens

Number of
Investments

AVASKN

FY2009
Request*

$29,677

42%

FY2009
Request*

Number of
Investments

Defense and National Security 268 $11,594
Health 494 $5,398
Transportation 183 $3,128
Homeland Security 135 $2,551
[Community and Social Services 39 $1,188
General Science and Innovation 218 $960
Environmental Management 173 $860
Law Enforcement 89 $834
Income Security 34 $591
< Education 137 $591
Disaster Management 129 $575
Intelligence Operations 40 $471
Economic Development 64 $281
Natural Resources 120 $231
Correctional Activities 6 $110
\Workforce Management 42 $107
Energy 54 $71
\ International Affairs and Commerce 33 $70
Litigation and Judicial Activities 33 $66
Support Delivery of Services 828 $2,987
7~ |General Government 219 $1,914
Planning and Budgeting 248 $455
Public Affairs 112 $249
< Controls and Oversight 156 $224
Revenue Collection 27 $79
Internal Risk Management and Mitigation 18 $40
Regulatory Development 40 $26
\_[Legislative Relations 8 $0
Management of Government Resources 3,262 $33,447
Information and Technology Management 1,390 $25,894
Supply Chain Management 583 $2,605
Financial Management 538 $2,448
Human Resource Management 480 $1,590
Administrative Management 271 $910

4%

Supporting Services

$4,606 7%

Management of Processes 22 $2,149
Development and Integration 6 $1,506
Communication 9 $189

Asset / Materials Management 10 $131

Systems Management 4 $91

Customer Initiated Assistance 8 87

Knowledge Management 20 81 m
Supply Chain Management 10 69 =1
Security Management 16 69 (]
Human Resources 9 67 8
Customer Relationship Management 13 b44 =,
Knowledge Discovery 4 34 %
Investment Management 11 27 @
Document Management 3 22 w
Data Management 8 17 (-E
Tracking and Workflow 7 9 <.
Financial Management 10 7 (@]
Reporting 5 3 8
Collaboration 2 2

Visualization 3 1

Content Management 1 $1

Forms Management 2 $0

Analysis and Statistics 1 $0

Search 1 $0

47%

* Dollars shown in millions

HFEYIN—tXI)F1AT—4E2A

% of systems

% of Contingency

Remediation Process and C&A Process

with C&A Plans Tested Rated as Satisfactory or Better*
Department of Agriculture 92% 87% No
Department of Commerce 95% 85% No
Department of Defense 87% 87% Unaudited
Department of Education 90% 89% Yes
Department of Energy 96% 92% Yes
Department of Health and Human Services 99% 100% Yes
Department of Homeland Security 69% 87% Yes
Department of Housing and Urban Development 100% 85% Yes
Department of the Interior 92% 84% No
Department of Justice 100% 97% Yes
Department of Labor 100% 100% Yes
Department of State 100% 24% Yes
[Agency for International Development 100% 100% Yes
Department of Transportation 94% 87% Yes
Department of the Treasury 97% 89% Yes
Department of Veterans Affairs 95% 35% No
Corps of Engineers 93% 93% Unaudited
Environmental Protection Agency 100% 100% Yes
General Services Administration 100% 96% Yes
National Aeronautics and Space Administration 95% 95% Yes
National Science Foundation 100% 100% Yes
Nuclear Regulatory Commission 20% 15% No
Office of Personnel Management 100% 100% Yes
[Small Business Administration 100% 99% Yes
[Smithsonian Institution 100% 100% Yes
Social Security Administration 100% 100% Yes
Government-wide 50% B30 -

* Ratings provided by Inspector Generals (or Agency heads)
Source: Agency Q1-FY 2008 FISMA Quarterly Reports and Agency FY 2007 Annual FISMA Report
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CIRCULAR NO, A-11

Exzcvrive Orrice of tie Presioest
Orrice or Masacoumst axp Brocer
Jury 2007

ITIRE DRI AP

FY 2009 President's Budget (Q1 FY 2008) FY 2009 President's Budget (Q2 FY 2008) Q3 FY 2008 -Update

# of Exhibit300s # of 300s onthe % of Portfolio # of Exhibit 300s # of 300s onthe % of Portfolio # of Exhibit300s # of 300s onthe % of Portfolio
for FY 09 MWL on MWL for FY 09 MWL on MWL for FY 09 MWL on MWL

Department of Agriculture 100% 100%
Department of Commerce 61 61 100% 61 61 100% 61 61 100%
Department of Defense 62 62 100% 63 63 100% 63 63 100%
Department of Education 30 27 90% 28 11 39% 28 11 39%
Department of Energy 26 0 0% 26 0 0% 26 0 0%
Department of Health and Human Services 70 70 100% 68 56 82% 68 29 43%
Department of Homeland Security 71 52 73% 71 42 59% 71 28 39%
Department of Housing and Urban Development 10 0 0% 10 0 0% 10 0 0%
Department of the Interior 50 46 92% 50 50 100% 50 50 100%
Department of Justice 17 0 0% 17 0 0% 17 0 0%
Department of Labor 40 40 100% 40 40 100% 40 0 0%
Department of State 22 11 50% 22 3 14% 22 1 5%
US Agency for International Development 7 4 57% 4 1 25% 4 0 0%
Department of Transportation 46 22 48% 46 6 13% 46 2 4%
Department of the Treasury 65 59 91% 61 22 36% 61 4 7%
Department of Veterans Affairs 40 40 100% 40 40 100% 40 40 100%
Corps of Engineers 10 10 100% 10 10 100% 10 10 100%
Environmental Protection Agency 21 3 14% 21 1 5% 21 0 0%
General Services Administration 27 7 26% 27 2 % 27 0 0%
National Aeronautics and Space Administration 25 0 0% 25 0 0% 25 0 0%
National Archives and Records Administration 0 0% 7 0 0% 7 0 0%
National Science Foundation 6 0 0% 6 0 0% 6 0 0%
Nuclear Regulatory Commission 15 15 100% 15 15 100% 15 15 100%
Office of Mangement and Budget 2 1 50% 3 0 0% & 0 0%
Office of Personnel Management 10 10 100% 10 10 100% 10 1 10%
Small Business Administration 8 7 88% 8 2 38% 8 0 0%
Smithsonian Institution 13 0 0% 13 0 0% 13 0 0%
Social Security Administration 12 1 8% 12 0 0% 12 0 0%
TOTAL 810 585 72% 801 a73 59% 801 352 7%
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($ millions)
FY2007 FY2008 FY2009
Actuals Enacted Request
Federal Total $68,160| $68,121] $70,716|
Defense $34,384 $32,082 $33,032
Homeland Security Mission* $13,610) $14,587] $14,824
Other $20,166 $21,452] $22,860
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Percent of Total
Fiscial Year

20%-

10%

Defense

Homeland Security Mission* Other

21%

O FY2007 Actuals

@ FY2008 Enacted

B FY2009 Request
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